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1
Decision/action requested

This contribution proposes key issue on IAB node authentication to be captured in TR 33.824
2
Rationale

This contribution proposes the potential key issue and security requirements on authentication and authorization of the IAB nodes. Request SA3 to capture the proposed key issue and the corresponding requirements, so that study is carried out on how mutual authentication between the IAB nodes and network to be performed.
4
Detailed pCR proposal

*********************Start of Changes***************************

5.2
Key issues on authentication framework for IAB Node

5.2.X
Key Issue #1.Y: Authentication and Authorization of IAB Node
5.2.X.1
Key issue details
The network provides configuration to the IAB nodes, for L2 transport and resource management like:

· the setup and release of IAB-nodes; configuration of adaptation layer at the IAB-nodes and IAB-donor DU; configuration of BH RLC channels, QoS information, routing tables, bearer-mappings; configuration of means for network synchronization; and configuration for sharing of time-domain resources among backhaul and access links (see physical layer specification). 

· IP address allocation for the IAB-nodes. 
· QoS flow configuration across multiple hops. 

If the network cannot reliably identify the IAB-nodes and securely provide the configurations, then the attacker can impersonate as the IAB node and can perform:

· denial of service attack 

· attacks on the radio interface 
5.2.X.2
Security threats
Potential disruption of the network’s service. The IAB provides multi-hop backhauling for flexible range extension, the system should provide mutual authentication and authorization mechanism to ensure that only authentic operator configured IAB nodes participate in this feature. If the IAB node is not authenticated, authorized and securely configured, then any illegitimate node may be part of the multi-hop backhauling and leads to risk of theft of service and Denial of Service against the system.

5.2.X.3
Potential security requirements

· Mutual authentication mechanism between the IAB node and the network shall be supported.

· Secure configuration of the IAB nodes shall be supported. 
*********************End of Changes**************************

